CP_R31.006_H

TLS security for straton

straton user guide — Rev. 5

sales@straton-plc.com

ﬂ straton



straton

STRATON AUTOMATION, All Rights Reserved

The information contained in this document is the property of STRATON AUTOMATION. The
distribution and/or reproduction of all or part of this document in any form whatsoever is authorized
only with the written authorization of STRATON AUTOMATION. The technical data are used only
for the description of the product and do not constitute a guarantee of quality in the legal sense of
the term. We reserve the right to make technical changes.



Content

1. INTRODUCTION TO SSL/TLS .ottt eeeeete e e e ssesesesssssesessss s sssesesesssssssssssassssnsasesesesanen 5
2. USE XCA SOFTWARE FOR DNP3, IEC60870 AND IEC61850 (ENERGY) CERTIFICATES......6
2.1, Create Private KEYS ...ttt ss s 6

2.2.  Create self-signed Certificate AUthOrity (CA) ..o 8

2.3.  Create MASTER and SLAVE CertifiCates........ccomieieeeeeeeeeeeeeeeeeeeee e 9

2.4,  Example Of fOlders tre@ StrUCIUIE ...t sss s 10

2.5, TIUSEIISTES (F.0) ettt ettt sttt sttt ettt st st st s s st ssasassesen 11

2.6.  Private certifiCates (¥. M) ...ttt ssse st 12

2.7.  Certificate revocation liSt (F.10) ...t 13

3. USE OPENSSL FOR “ENERGY” CERTIFICATES ......cooeeeeeeeeteteeeeetetee e esesesesessesesesessssananes 15
3.1, Configuration files (*.CONT) ...t 15
3.1.1. Create the CACOMMON configuration file ......ccccccueririiiiiiiiiiiiceee e 15

3.1.2. Create the SLAVE configuration file ........ccccccuveieeiiiiiieee e 16

3.1.3. Create the MASTER configuration fil€......cccccueiiiiiiiiiiiiieecee e e 16

3.2, Create Private KEYS (F.KEY) .o et 17

3.3, Create the CA CertifiCate (F.CI) o et 17

3.4. Create and Sign SLAVE base certificate (*.Crt) .ocoeoeererrrenrieeireese s 17

3.5.  Create and Sign MASTER base certificate (*.Crt) ... 17

3.6.  Create SALVE and MASTER private certificates (*.p€m)......cccceuverrrrrrrnrrerrrnrnnrssinsins 18

3.7. Create the Trustlist (*.0) (CACOMMON “CertifiCate”) ... 18

3.8.  Create and Organize the PKI folder......c e 18

3.9. Add certificates and trustlist in the correct folders..........cccomericerceeereeiceeeeeresen. 19

4. EXAMPLE OF IMPLEMENTATION IN STRATON WITH THE IEC60870..........ccccecevereenrnnnee. 20
4.7, SIave CONFIGUIATION ...t ese s 20

4.2, MaSter CONFIGUIAtION ...ttt ss e 21

4.3, Peer CertifiCate SUDJECE ...ttt sesens 21

5. FREQUENTLY ASKED QUESTIONS ABOUT ENERGY CERTIFICATES........ccceceeeeereererrennenne 23
6. USE XCA SOFTWARE FOR OPC UA CERTIFICATES ......oooeeeeeeeeeeeeeeereseseneesesesesesesenesesens 24
B. 1. PrIVATE KEYS ..ottt s 24

6.2.  Create self-Signed CErtifiCates. ...t ssss s 25

6.2.1. Create the SERVER CertifiCate .......covvviiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 26



6.2.2. Create the CLIENT COrtifiCate ..ottt et e e e e e sra e eees 27

6.3, Create the PKI fOIAEN ...ttt 28
6.4.  Private Keys eXPort (¥.PEM) ... essessssssesssssssssssssssssssssssssssssssssssssssses 29
6.5.  Certificates eXPOrt (F.UEI) ...ttt nsses 29
USE OPENSSL FOR OPC UA CERTIFICATES ... teeeeeeetreereseetevesresaeeeesessessessssessessssssssssessesees 31
7.1, Configuration file (*.CONT) ..ttt 31
7.1.1. Create the SERVER configuration file ......cccccouveriiiiiiiiciie e 31
7.1.2. Create the CLIENT configuration file .......cccccuverieiiiii e 33
7.2.  Create Private Keys and self-signed Certificates..........ccocovmrnnenrenrinrinenneneneinsereneenns 34
7.2.1. Create the SERVER Private Key and Certificate.......ccccocueereiieeeeciieee e 34
7.2.2. Create the CLIENT Private Key and Certificate.......ccccovvvieirciieiiciieee e 34
7.3.  Create and Organize PKI fOlAIS. ...t essessse s ssse s seseees 34
7.3.1.  Creation Of @aCh PKIS......cciiiiiieiciiie ettt et e e st e e e sarae e e saaeeeeas 34
7.3.2. Add certificates and keys in the correct folders........ccoveieeiiiiieciieieccee e, 35
EXAMPLE OF IMPLEMENTATION IN STRATON FOR THE OPC UA.........cirerreernenenns 36
8.1, SERVER CONFIGUIAtION c.ceereeeeric ettt nses 37

8.2.  CLIENT CONFIGUIAtION ..ottt 38



Introduction to SSL/TLS

1. Introduction to SSL/TLS

SSL and TLS are data security protocols. They behave as an additional intermediate layer between the
Transport layer (TCP) and the application layer (HTTP, FTP, SMTP, etc.) (see diagram).

Application Application

/ Handshake Layer

TLS/SSL Handshake

Change Cipher

Spec
Network Record Layer

[ fragmentation ] [ Compression ]

Data Link
[ Authentication ] [ Encryption ]

RhEe Transport TCP UDP

This therefore means that they can be used to secure a web transaction as well as to send or receive
email, or in our case, secure the communication between two devices (Master-Slave).

SSL (Secure Socket Layer) is an old protocol deprecated in favor of TLS (Transport Layer Security). TLS Is
a protocol for the secure transmission of data based on SSLv3. It offers confidentiality, integrity, and
authentication.

» Confidentiality: hides the content of the messages, it is impossible to spy on the information
exchanged. The Client and the Server need to be assured that their conversation cannot be
overheard by a third party. This functionality is provided by an encryption algorithm.

» Integrity: detects when the messages have been tampered with, it is impossible to fake the
information exchanged. The Client and the Server must be able to ensure that the transmitted
messages are neither truncated nor modified (integrity), that they arrive indeed from the sender.
These functionalities are ensured by the signing of the data.

» Authentication: ensures that whoever is sending them is who he says he is. This point ensures the
identity of the program, person or company with which we are communicating.

In the rest of this document, we will see how to configure the TLS in straton, using XCA Software to create
the different files needed for our use case (CA, certificate, key...)
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Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

2. Use XCA Software for DNP3, IEC60870 and IEC61850
(ENERGY) certificates

This application is intended for creating and managing X.509 certificates. Start your own PKI and create
all kinds of private keys, certificates, requests or CRLs (Certificate Revocation List). You find more
information on the official website and download the Software:

2.1. Create Private Keys

Let's start by opening XCA. In File > New DataBase, choose a location and a password (or no password).

File Import Token Extra Help

PrivateKeys  Certifcate signing requests  Cerlificates  Templates  Revocation lists

- ) X

Import PFX (PKCS#12)

New Key
Export

Import

Show Details

Delete

Create 3 private keys for the CACOMMON, MASTER and SLAVE: Private Keys > New key

® X Certificate and Key management

t Token Extra Help

Frivate Keys Certificate signing requests Certificates Template: Revocation lists

Internal name Type

Siz

" X Certificate and Key management

New Key

Please give a name to the new key and select the desired keysize

Key properties

l Mew Key l

% Export

Import

Import PFX (PKC5#12)

Name  [cacommon|

Keytype RSA

Show Details

Delete

Keysize | 2048 bit

[] remember as default

e

Help %

Database: C:A\XCA_DB\MyDataBase.xdb

Search
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https://hohnstaedt.de/xca/index.php

Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

A" X Certificate and Key management
File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name Type Size Use Password
'\: 4= CRCOMMON RSA 2048 bit
3 = MASTER RSR 2048 bit
=2 SLAVE RSL 2048 bit

» CACOMMON: The key that is shared between Master/Outstation
» MASTER: Master authentication
» SLAVE: Slave authentication

Mew Key
Export
Import

Import PFX (PKCS#12)

Show Details
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Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

2.2. Create self-signed Certificate Authority (CA)

CERTIFICATE AUTHORITY - COMMON
Create a new self-signed certificate (CA): Certificates > New Certificate

This CA (Certificate Authority) will sign the other certificates. Note that here, this is done only for the test
purposes.

M Cert - - - — O >
Token Extra Help
Private Keys Certificate signing requests Templates Revocation lists
Internal name commonMame CA  Serial Expiry date CRL Expiration
[ New Certificate ]
Export
Import
Show Details
Delete

» In the "Source” tab, create a self-signed certificate choosing “Create a self-signed certificate” in
“Signing”
» Choose the “[default] CA” template for the new certificate then "Apply all”

» Then in the “Subject” tab, type the Internal Name and a commonName and do not forget to
choose the CACOMMON private key

A" X Certificate and Key management ? X | A" X Certificate and Key management ? X
i ot i ==
Create x509 Certificate =55 | Create x509 Certificate =
e | (T I e e
Internal Name [CACOMMON |
Distinguished name:
Signing request.
countryName i Jnith
Sign this Certificate signing request
Copy extensions from the request Show request
Modify subject of the request ’—‘
Type Content Add
Signing Delete
@ Create a self signed certificate
Use this Certificate for signing
Signature aigarithm SHA 256 v
Template for the new certificate
[defauit] CA = I
Apply extensions Apply subject
Private key
|(cacommon Rsa:z048 bit) ) [Jusedkeystoo |Generate anew key
Cancel Helo Cancel welp
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Use XCA Software for DNP3, IEC60870 and IEC61850 (ENERGY) certificates

2.3. Create MASTER and SLAVE certificates

CERTIFICATE — MASTER

Do almost the same for the MASTER:
» Create a new certificate and use the “"CACOMMON" CA for signing the MASTER certificate

» Choose the “[default] HTTPS_client” (or TLS_client) template for the new certificate, then apply all

» Thenin "Subject’, type the Internal Name and a commonName and do not forget to choose the
MASTER private key.

/A" X Certificate and Key management ? X | A* X Certificate and Key management ? X
. o ) .
Create x508 Certificate M' Create x509 Certificate M'
Subject | Extensions | Keyusage  Netscape  Advanced  Comment Source Extensions  Keyusage  Netscape  Advanced | Comment
Internal Name [MASTER ]
Distinguished name
Signing request
countryName Inithiam:
Sign this Certificate signing request
stateOrProvinceName [« MASTER
Copy extensions from the request Show request
Modify subject of the request ’—|
Type Content Add
Signing Deletz.
() Create a self signed certificate
[@ Use this Certificate for signing CACOMMON ~ l
Signature algorithm SHA 256 -
Template for the new certificate
[ eefouit) TLS _chent <] I
Apply extensions| | Apply subject. | Apply all l oivatekey
[MasTeR (Rsa:2048 bity || used keys too |Generate anew key
Cancel Help Cancel Help
You can also verify that MASTER and CACOMMON are now used:
\* X Certificate and Key management - [m| X
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name Type Size Use Password
— : New Key
CRCCMMON  RS4 2048 bit| 1: Common
(+  MASTER  RSA 2048 bit | 1 Common B
- SLAVE RSA 2048 bit 0 Common Import
Impart PEX (PKCS#12)
Show Detals
Delete
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Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

CERTIFICATE - SLAVE
Same principle for the SLAVE:

» Create a new certificate and use the "CACOMMON" CA to sign the certificate

» Choose the “[default] HTTPS_server” (or TLS_server) template for this certificate, then apply all

» Thenin “Subject’, type the Internal Name and a commonName and do not forget to choose the

SLAVE private key.

A" X Certificate and Key management it
ey 9

Create x509 Certificate

srn Emmn | T

Signing request

? X

e

Show request

Signing

O Create a self signed certificate
(® use tis cerfate or signing CACOMMON V)
Signature algorithm SHA 256 ~

Template for the new certficate

| [defour] TLS _server ~

Apply extensions Apply subject | | Applyall |

Cencel Help

I\* X Certificate and Key management ? X
Create x509 Certificate ﬁ@} )
Source Extensions Keyusage Netscape  Advanced  Comment
Internal Name [SLAVE |
Distinguished name
countryame i ittame
swieOrovincatlame | conmonl Mame SLAVE
Rattene [ enaiaddess 7
wgmatortene [ ]
Tpe Content add
Delete
Private key

[sLave (Rsa:2048 bit)

~ | [ Used keys too  |Generate anewkey

2.4. Example of folders tree structure
For the next steps you need to create a new folders tree structures like this:

CA\PKNIEC870M (for example)\

» CA
> PRIVATE

C\PKNIEC870S (for example)\

» CA
> PRIVATE

It's very important to write the name of the sub-folder “CA” and “PRIVATE" like in the example
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Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

2.5. Trustlists (*.0)

» Double-click on the CA root certificate (CACOMMON) > Subject > Hash (copy the Hash)

" X Certificate and Key management

Details of the Certificate

Status Subject  Issuer Extensions Comment

commonMame

[ ket
)

e

[cacommon

RFC 2253: |CN =CACOMMON

Hash:

Cancel Help

SLAVE TRUSTLIST:

Right-click on the CACOMMON certificate: Export > File

" X Certificate and Key management

Certificate export

Name [CACOMMON

? *
Ao
|

Filename |C:‘I,XCA_DB‘PDC[\TLS_SIEVE‘!,CA\,EZSRJ115.0

PEM Text format with headers

[] Export comment into PEM file

[ Export Format |PEM (*.crt) v:l

Cancel Help

Put it in a PKI/xxx/CA folder with the <HASH>.0 extension (for example in C:\PKI\IEC870S\CA\a23f0115.0)

Take care about the extension, the export format must be *.crt but the file extension must be *.0

MASTER TRUSTLIST:

The CA is the same, so the trustlist for the MASTER is the same too. Redo the same thing for the MASTER
or copy/paste the trustlist (*.0) in the MASTER's folder (for example in C:\PKINIEC870M\CA\a23f0115.0)
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Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

2.6. Private certificates (*.pem)

MASTER’S PRIVATE CERTIFICATE

Export the MASTER's private certificate doing a right click on the MASTER certificate > Export > File

¢ X Certificate and Key management

File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists
Intema? name commonMName CA Serial Expiry date CRL Expiration
v jig# CACOMMON CACOMMON « Yes 2077509B54FBDC57 9/7/31 10/7/21
M MASTER EWTER INA AARARNAFRNNGIARGT §/7/22
JAg# OUTSTATION OUTSTATION  New 9/1/22
Import
Paste PEM data
Rename
Properties
Delete
Export D Clipboard
Transform 4 File
Import PKCS#12 OpenSSL config
Import from PKCS#7 Security token
Delete from Security token Other token
CA
Renewal
Revoke
Columns 4

- O

News Certificate
Export
Import

Show Details
Delete
Import PKC5#12
Import PKCS#7

Plain View

=%

x

Database: C:/Users/anthony.burille/Documents/1_Projets_Straton/__XCA_TLS/TestsDNP3.xdb

Search

Then choose the format "PEM + key (*.pem)”. The file name does not matter. It must be in the

PKl/xxx/PRIVATE folder (eg. C:\PKNIEC870M\PRIVATE\MASTER.pem)

-~ X Certificate and Key management

Certificate export

? X

e

Name [MASTER

Filename |C:\XCA_DB‘\PKI\TLS_Master‘\PKI\PRNATE‘\MASTER.pem |

Concatenation of the certificate and the unencrypted
private key in one PEM file

| Export Format
PEM + key (*.pem)

Cancel

SLAVE'S PRIVATE CERTIFICATE

Export the SLAVE's private certificate doing a right click on the SLAVE certificate > Export > File

Then as for the MASTER, choose the format “PEM + key (*.pem)". It must be in the PKl/yyy/PRIVATE folder

(eg. CA\PKNIEC870S\PRIVATE\SLAVE.pem)
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Use XCA Software for DNP3, [EC60870 and IEC61850 (ENERGY) certificates

2.7. Certificate revocation list (*.r0)

Generate the certificate revocation list containing the list of revoked certificates. This CRL must be manually
updated if certificates are revoked.

Right-click on the CACOMMON CA > Generate CRL

» Then press OK to validate, the CRL is now in the "Revocation lists” tab

A" X Certificate and Key management
File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

e CACCMMON CACCMMCN
=

Internal name commonMame CA Serial

Expiry date CRL Expiration
4 Yes| 0BLl06DSDBBEEDDSS B/24/31
Import
Paste PEM data
Rename
Properties
Delete
Export L4
Transform L4
Import PKCS#12
Import from PKCS#7

Delete from Security token

CA 4 Properties
Renewal Generate CRL

Manage revocations
Columns L4 g

Database: CAXCA_DB\MyDataBasexdb

MNew Certificate
Export
Import

Show Details
Delete
Import PKCS#12

Import PKCS#7

Plain View

|EEa|ch

In the revocation lists tab, right-click on the CRL > Export > File

A* X Certificate and Key management
File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMame  Signer MNo. revoked  Next update
Jms® CACCHMMON ECACC‘"'“"

[P 0 9/23/21
New

Import
Paste PEM data

Rename

Properties

Delete

Export 4 Clipboard
Fils

Columns 4 e

Database: CA\XCA_DB\MyDataBase.xdb

Mew CRL
Export
Import

Show Details

Delete

i
t\Q

|Sea\ch

Put this file in the SLAVE's CA folder, with the hash of the CACOMMON, with extension *.rO (eg.
C:\PKINIEC870S\CA\a23f0115.r0)

Take care of the extension, the export format must be *.pem but extension must be *.r0
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Use XCA Software for DNP3, IEC60870 and IEC61850 (ENERGY) certificates

A* X Certificate and Key management 7 x
. N g\—._ ———a \
Revocation list export o E=
Name |CACOMMON |
Filename |C:\)(CA_DB\DKI\[I'LS_Master\CA‘EZBﬂJ115.rU | l:l
PEM Text format with headers
[ Export comment into PEM file Export Format
I oK | | Cancel |

Do exactly the same thing to export the CRL based on the common CA in the SLAVE's PKI folder (or
simply copy/paste the *.r0 into the SLAVE's PKI\CA folder)

A" X Certificate and Key management ? X
Revocation list export A==
Name |CACOMMON |
Filename |C:\%CA_DB\PKT|TLS_Slave\CA1a23f0115.10 | ]
PEM Text format with headers
[ Export comment into PEM file Export Format
| OK | Cancel
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Use OpenSSL for "ENERGY” certificates

3. Use OpenSSL for “ENERGY” certificates

3.1. Configuration files (*.conf)

With OpenSSL you have to create configuration files which contains parameters/extensions you want to
add to each certificates.

3.1.1. Create the CACOMMON configuration file

Use the following command and create the configuration file of the CACOMMON as shown on the capture
below :

# sudo nano nrj_cacommon.conf

GNU nano 5.4 nrj cacommon.conf

Text to copy/paste :

[ req ]

distinguished_name = my_dn
x509_extensions = my_extensions
reg_extensions = my_extensions

prompt = no

[ my_dn ]
0. CN=CACOMMON

[ my_extensions ]
basicConstraints=critical,CA:TRUE
subjectKeyIdentifier=hash
keyUsage=keyCertSign, cRLSign
nsCertType=ss1CA, emailCA, objCA
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Use OpenSSL for "ENERGY” certificates

NOTE: To save and quit : CTRL+X then Y (Yes) and ENTER

3.1.2. Create the SLAVE configuration file

Create the configuration file for the SLAVE as shown on the capture below :

# sudo nano nrj_slave.conf

GNU nano 5.4 nrj slave.conf

ncipherment

Text to copy/paste :

basicConstraints=critical,CA:FALSE
subjectKeyIdentifier=hash

keyUsage=digitalSignature, nonRepudiation, keyEncipherment
subjectAltName=DNS:SLAVE

nsCertType=server

3.1.3. Create the MASTER configuration file

Create the configuration file for the MASTER as shown on the capture below :

# sudo nano nrj_master.conf

GNU nano 5.4 nrj master.conf

dataEncipherment

Text to copy/paste :

basicConstraints=critical,CA:FALSE

subjectKeyIdentifier=hash

keyUsage=digitalSignature, keyEncipherment, dataEncipherment

nsCertType=client, email
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Use OpenSSL for "ENERGY” certificates

3.2. Create Private Keys (*.key)

Use the following command to create the private key of the CACOMMON:

# openssl genrsa -out CACOMMON.key 2048

Create the private key of the SLAVE:

# openssl genrsa -out SLAVE.key 2048

Create the private key of the MASTER:

# openssl genrsa -out MASTER.key 2048

3.3. Create the CA certificate (*.crt)

Use the following command to create a certificate for the CA (Certificate Authority) :

# openssl req -sha256 -nodes -new -x509 -key CACOMMON.key -out ca.crt

NOTE: It will demand to complete some fields (Country Name, State or Province
Name, ..). The only one needed is the “Common Name”. In this case use “CACOMMON”.

3.4. Create and Sign SLAVE base certificate (*.crt)

Use the following command to create a certificate signing request for the SLAVE :
# openssl req -new -out slave.csr -key SLAVE.key

And this one to create and sign the SLAVE certificate using the configuration file created previously :

# openssl x509 -req -in slave.csr -CA ca.crt -CAkey CACOMMON.key -CAcreateserial -out slave.crt -
extfile nrj_slave.conf

NOTE: It will demand to complete some fields (Country Name, State or Province
Name, ..). The only one needed is the “Common Name”. In this case use “SLAVE”.

3.5. Create and Sign MASTER base certificate (*.crt)

Create a certificate signing request for the MASTER :
# openssl req -new -out master.csr -key MASTER.key
Create and sign the MASTER certificate (using the configuration file created previously) :

# openssl x509 -req -in master.csr -CA ca.crt -CAkey CACOMMON.key -CAcreateserial -out master.crt
-extfile nrj_master.conf
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Use OpenSSL for "ENERGY” certificates

NOTE: It will demand to complete some fields (Country Name, State or Province
Name, ..). The only one needed is the “Common Name”. In this case use “MASTER”.

3.6. Create SLAVE and MASTER private certificates (*.pem)

To create private certificates for the SLAVE and the MASTER you'll to use the cat command to concatenate
the private key and the base certificate into a *.pem file.

For the SLAVE :

# cat SLAVE.key SLAVE.crt > SLAVE.pem

For the MASTER :

# cat MASTER.key MASTER.crt > MASTER.pem

3.7. Create the Trustlist (*.0) (CACOMMON *“certificate”)

Use the following command to create a “trustlist” using the CACOMMON configuration file :

# openssl req -x509 -sha256 -nodes -new -out a23f0115.0 -key CACOMMON.key -config NRJ_CACOMMON.conf

3.8. Create and Organize the PKI folder
Now you will need to create the following files architecture :
home\pi\PKI\
> IEC870S\
CA
PRIVATE
> IEC870M\
CA
PRIVATE

/I\ Do not change names of folders CA and PRIVATE or the straton editor will not be able to correctly
recover the files
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Use OpenSSL for "ENERGY” certificates

To create each folder use the command mkdir.

Example with the SLAVE:
# mkdir ~/PKI

# mkdir ~/PKI/IEC870S

# mkdir ~/PKI/IEC870S/CA
#

mkdir ~/PKI/IEC870S/PRIVATE

3.9. Add certificates and trustlist in the correct folders

To add certificates and the truslist to the right place you can use the command cp <source>
<destination_folder> as shown in the example below.

Example:

# cp SLAVE.pem PKI/IEC870S/PRIVATE/

For the SLAVE :
P Put the Trustlist (a23f0115.0) under PKINIEC870S\CA\
» Put the SLAVE certificate (SLAVE.pem) under PKINIEC870S\PRIVATE\

For the MASTER :

P Put the Trustlist (a23f0115.0) under PKINIEC870M\CA\
» Put the MASTER certificate (MASTER.pem) under PKINIEC870M\PRIVATE\

19 38



Example of implementation in straton with the IEC60870

4. Example of implementation in straton with the IEC60870

The configuration of TLS in straton follows the same principle for the following drivers : DNP3, IEC60870
and IEC61850. Only the location of the different parameters differs.

In the following parts, we will take the example of an [EC60870 configuration.
The MASTER will be on Windows.
The SLAVE on a Raspberry.

Always think to put the right files at the right places and configure the different path accordingly in the
Fieldbus Configurators.

Remember: if you followed the previous steps, you must have this file architecture:

\PKNIEC870S5\
»  CA\
a23f015.0 = Trustlist from the CA
a23f015.r0 = Certificate revocation list from the CA (optional)
» PRIVATE\

SLAVE.pem = Slave's certificate (in *.pem format = pem+key file)

- \PKNIEC870M\
»  CA\
a23f015.0 = Trustlist from the CA
a23f015.r0 = Certificate revocation list from the CA (optional)
»  PRIVATE\

MASTER.pem = Master's certificate (in *.pem format = pem-+key file)

4.1. Slave configuration
» Inthe driver's configuration
Enable TLS
Put the certificate path (eg. /home/pi/PKI/IEC870S if you are on a Raspberry)
Put the certificate name (SLAVE.pem)
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Example of implementation in straton with the IEC60870

If you want to use the Common Name, put for example on the SLAVE side /CN=MASTER (because it is

the “peer” CN)

10 Drivers *

B 4 & IECEDE70 Slave Name | 'alue

Eore 4 3% [104] Connection Protocal IECRO&70-104

"B O MyPC-192.168.253.1 MName Connection

Fort number [101]

Ti Baudrate [101]

H Link address size [101]

» Ethernet Port [104] 2404

TLS Enabled

B

o \‘ TLS Parameters X

+ | Protocal IE puls.. | File transf . | COA

Y ECEOE70-104 bR Enable Transport Layer Security (TLS)

ﬂ\
Certificate path (Private/CA) | [home/pi/IEC870S |
Private Certificate (.pem) | SLAVE.pem |
Peer certificate Subject (CN) | |
DTLS policies

<
Build

4.2. Master configuration

Follow the same principle as for the 870 Server configuration.

» On the driver's configuration
Enable TLS
Put the certificate path (eg. C:\PKI\IEC870M)

Put the certificate name (MASTER.pem)

4.3. Peer certificate Subject

The peer Certificate Subject is the one from the partner. For example on the SLAVE side, the parameter

can be /CN=MASTER

These are the parameters entered when creating the certificates from the private keys, in the part 2.3 of

this tutorial.

You can recover it double-clicking on the certificate in the XCA “Certificate” tab.




Example of implementation in straton with the IEC60870

Using the peer certificate subject is optional.

For example if we have the following parameters on the MASTER certificate:

-+ X Certificate and Key management ? it
. . o
Details of the Certificate Sz
Status Subject Issuer Extensions Comment

countryMame |FR

stateOrProvinceName | ISERE

localityName |ECHIROLLES

organizationMame |STRATDN

organizationalUnitName |SUPPDR‘I’

commaonName |MASTER

RFC 2253: | CN=MASTER,QU=5UPPORT,0=5STRATON,L=ECHIROLLES,ST=ISERE,C=FR |

Hash:  |cd746c89 |

Then in the SLAVE configuration (because it expects the peer subject), you must fill all these parameters:

&1 LS Parameters x

Enable Transport Layer Security (TLS)

Certificate path (Private/CA) | fhome/pi/IECB70S |
Private Certificate (.pem} | SLAVE.pem |
Peer certificate Subject (CN) | ,"C:FR!ST:ISER.E."L:ECH]RDLLES,"D:STRP.T|

If parameters are not filled in the right order, then after the MASTER tried to connect, the SLAVE's Runtime
will output an error like:

Module '(null)' - error: 0.0.0.0:20000< =192.168.33.139:58609: Error peer certificate has unexpected subject
/C=FR/ST=ISERE/L=ECHIROLLES/O=STRATON/OU=SUPPORT/CN=MASTER'
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5. Frequently Asked Questions about ENERGY certificates

Where can | find the parameter to add my certificate path in the [EC61850 Client driver?

Here (IEC61850 Client) it does not work like the 850 Server, you will not be able to find the “Certificate
path (Private/CA)" in the TLS parameter (the one which can have the state : Enable/Disable).

The “Certifiacte path (Private/CA)" can be found directly from the first level of the configurator (IEC 61850
Client)

10 Drivers

=WPR<t] iEC 51850 Client Narme | "value

£ bog Server ) MyRaspberry Directary far file transfer ChTemp

‘H Run comrmunication from wit.. 1
Clueue all value changes O

3E Originator category (orCat) Station-contral

3 | Certificate path (Private/CA) )
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6. Use XCA Software for OPC UA certificates

6.1.

Private Keys

Let's start by opening XCA. In File > New DataBase, choose a location and a password (or no password)

N® K Certificate and Key management

File Import Token Extra Help

PrivateKeys  Certificate signingrequests  Certificates  Templates  Revocation lists

- o

x

New Key
Export
Import

Import PFX (PKCS#12)

Show Detals

Delete

Create 2 private keys for the SERVER and the CLIENT

rie

X Certificate and Key management

mport Token Extra Help

Private Keys Certificate signing requests Certificates Templates

Revocation lists

sy
Internal name Type Size Use Password

-+ X Certificate and Key management ? x

New Key O =

Please give a name to the new key and select the desired keysize

Key properties

Name |SERVER] |
Keytype RSA -
Keysize | 2048 bit |

] Remember as default

[ Create I| Cancel |

New Kay

Export

Import

Import PFX (PKCS#12)

Show Details

Delete

I

Database: C:/Users/Thomas.Colangelo/Documents/tuto_xca_opcua.xdb |Search
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You should obtain something like that :

&% X Certificate and Key management — O X
File Import Token Extra Help
Private Keys  Certificate signing requests  Certificates = Templates = Revocation lists
Internal name  Type Size Use Password | New Key |
(. CLIENT RSA 2048 bit 0 Common | | |
[0. SERVER RSA 2048 bit 0 Common | EXpOLt
| Import |
| Import PRX (PKCS#12) |
| Show Details |
| Delete |

O ==

Database: C:/Users/Thomas.Colangelo/Documents/tuto_xca_opcua.xdb ‘Search

6.2. Create self-signed certificates

Now we will create 2 self-signed certificate : Certificates > New Certificate

-+ X Certificate and Key management - O *
File Import Token Extra Help
Private Keys Certificate signing requests Templates Revocation lists
Interna;l\ name commonMame CA  Serial Expiry date CRL Expiration [ Mo Cortiicate ]
| port |
L mee
| Show Details |
| Delete |
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6.2.1. Create the SERVER certificate

Under the “Subject” tab, add an Internal Name and a commonName and select the private key SERVER if
it's not use by default

+ X Certificate and Key management ? X
. _,./\
Create x509 Certificate e

Source Subject Extensions Key usage Netscape Advanced Comment

Internal Name |SERVER |

Distinguished name

countryName | | organizationalUnitName | |
stateOrProvinceName | | commaonName |SERVEFl] |
localityName | | emailAddress | |

organizationName | |

Type Content Add
Delete
|
Private key
lSERVER (RSA:2048 bit) - II:‘ Used keys too | Generate a new key

Under the “Extensions” tab, change the Type to “End Entity” and put an URI in the field X509v3 Subject
Alternative Name (here the "XXX" correspond to the URI chosen in the straton editor)

|0 Drivers *

I OFC UA Server Name [Value
& Name T5 OPC-UA Senver
:| Max. sessions 3
- Max. Subscriptions per... &
i 5 Max. Monitored ltem per... 100
X Certificate and Key management ? X Mex. PublishRequest ps... 10
. __o= Max. DataChangedval.. 10
Create x509 Certificate e Trace level Informaton
Source  Subject Key usage  Netscape  Advanced  Comment Use certiicates
Certificates path PKI/CA
X509v3 Basic Constraints Key identifier -
Server cerificate
Type [End Entity -] [ Subject Key Identifier
Path length \ \ [ critical [ Authority Key Tdentifier %U‘R‘(V faaad
/ ecurity Check )
Validity Time range /
Not before [2021-12-15 13:22 GMT ~|  [1 | |Years - Apply

Not after  |2022-12-15 13:22 GMT ~|  [] Midnight [] Local time [] No well-d xpiration

X509v3 Subject Alternative Name ‘ Edit
X509v3 Issuer Alternative Name ‘ Edit
X500v3 CRL Distribution Points [ || Edit
Authority Information Access 0OCsP hd ‘ ‘ Edit
Cancel
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And finally, under the "Key Usage” tab, select “Certificate Sign” then press “OK" to create the SERVER

certificate

X Certificate and Key management

Data Encipherment
Key Agreement

? X
Create x509 Certificate A=
Source  Subject  Extensions Netscape ~ Advanced  Comment
X509v3 Key Usage X509v3 Extended Key Usage
[ Critical [ Critical
Digital Signature TLS Web Server Authentication ~
Non Repudiation TLS Web Client Authentication
Key Encipherment Code Signing

Certificate Sign

CRL Sign
Encipher Only
Decipher Only

E-mail Protection

Time Stamping

Microsoft Individual Code Signing
Microsoft Commercial Code Signing
Microsoft Trust List Signing
Microsoft Server Gated Crypto
Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery

IPSec End System

IPSec Tunnel

IPSec User &

Cancel

6.2.2. Create the CLIENT certificate

For the CLIENT certificate the steps are pretty identical

Under the “Subject” tab, add an Internal Name and a commonName (something different than the one
choose for the server) and select the private key CLIENT if it's not use by default

Under the “Extensions” tab, change the Type to “End Entity” and in the field X509v3 Subject Alternative

Name enter “URl:urn:stratonopcua.client.application”

And finally, under the "Key Usage” tab, select “Certificate Sign” then press "OK” to create the CLIENT

certificate

Note that you can check if the private keys are correctly used

X Certificate and Key management

File Import Token Extra Help

Private Keys Certificate signing requests Certificates

Templates  Revocation lists

Internal name  Type Size
CLIENT RSA 2048 bi
SERVER RSA 2048 bi

Password
1iiCommon
1 |[Common

New Key
Export

Import
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6.3. Create the PKI folder

For the next steps you'll need to create the following file architectures :

CACLIENT_PKNPKNCA\

P certs
b crl
» private

CASERVER_PKN\PKNCA\

P certs
b crl
b private

/!\ Do not change the folders' names or the straton editor will not be able to correctly recover the files that
we will create in the next steps
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6.4. Private Keys export (*.pem)

Export the SERVER and CLIENT private keys by doing a right click on it then Export > File

Use the Export Format "PEM private (*.pem)”

Delete

Cpboard
Change password
Columns ©

= X Certificate and Key management - m}
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
- -
Internal name Type Size Use Password
Ly . New Key
@ == CLIENT RSE ' ~"°"° " " Common
~ - New
SERVER RSP Common Export
Import
Paste PEM data i
Rename Import PFX (PKCS#12)
Properties

Shovy Details

Delete

O ==

Database: C:/Users/Thomas.Colangelo/Documents/tuto_xca_opcuaxdb |Search

For the SERVER, put the private key under SERVER_PKI\PKI\CA\private
For the CLIENT, put the private key under CLIENT_PKI\PKI\CA\private

6.5. Certificates export (*.der)

Export the SERVER and CLIENT certificates by doing a right click on it then Export > File

X Certificate and Key management

File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

=
Internal name commonName  CA

Import

Paste PEM data
Rename
Properties
Delete

Serial Expiry date
C2C53D6DED 12/15/22
747AB21352 12/15/22

[ Export

'] Clipboard

Transform

Import PKCS#12

Import from PKCS#7
Delete from Security token
CA

Columns

g —

OpenSSL config

Security token
Other token

»

3

New Certificate
Export
Import

Shovr Details
Delete
Import PKCS#12
Import PKCS#7

Plain View

=

Database: C;/Users/Thomas.Colangelo/Documents/tuto_xca_opcuaxdb |Search
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Use the Export Format "DER (*.cer)”

/!\ It's needed to change the extension *.cer in *.der (straton works only with the *.der certificates)

X Certificate and Key management ? X
Certificate export JA
Name |CLIENT |

Filename |:J,’Desktup,’PKI_TUTO,’CL[ENT_PK]/PK],’CA,’certs/CLIENT.derﬂ

Binary DER encoded file
Export Format

(DER (*.cer) -]

Cance

For the SERVER, put the certificate under SERVER_PKI\PKI\CA\certs and CLIENT_PKI\PKI\CA\certs
For the CLIENT, put the certificate under CLIENT_PKI\PKI\CA\certs and SERVER_PKI\PKI\CA\certs
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7. Use OpenSSL for OPC UA certificates

7.1. Configuration file (*.conf)

With OpenSSL you have to create a configuration file which contains the whole parameters of the
certificates you want to create.

7.1.1. Create the SERVER configuration file

Use the following command and create the configuration file of the SERVER as shown on the capture
below :

# sudo nano opcua_s.conf

GNU nano 5.4 opcua s.conf

=
Under the URI chosen as subjectAltName should correspond to the URI field of
the straton editor
IO Drivers *
[E b =% OPCUA Server Name [ Value
& Name TS5 OPC-UA Server
2| Meax. sessions 3
fax, i )
GNU nano 5.4 BTSN, 3o et Max, Subscriptions per ... 5

Mex. Monitored Item per. 100
Max, PublishRequestp... 10
Max. DataChangedval.. 10

Trace level Infarmation
Use ceriificates
Certificates path PEI/CA

Server cerificate

Server private key
i LE e |
Security Check 1]
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Text to copy/paste :

[ req ]

distinguished_name = my_dn
x509_extensions = my_extensions
req_extensions = my_extensions

prompt = no

[ my_dn ]
0.CN = SERVER

[ my_extensions ]
subjectAltName = URI:XXX
keyUsage = keyCertSign
basicConstraints = CA:FALSE

NOTE: To save and quit : CTRL+X then Y (Yes) and ENTER
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7.1.2. Create the CLIENT configuration file

Use the following command and create the configuration file of the CLIENT as shown on the capture:

# sudo nano opcua_c.conf

GNU nano 5.4 opcua c.conf *

Text to copy/paste

[ req ]

distinguished_name = my_dn
x509_extensions = my_extensions
reg_extensions = my_extensions

prompt = no

[ my_dn ]
©.CN = CLIENT

[ my_extensions ]

subjectAltName = URI:urn:stratonopcua.client.application
keyUsage = keyCertSign

basicConstraints = CA:FALSE
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7.2. Create Private Keys and self-signed Certificates

7.2.1. Create the SERVER Private Key and Certificate

Use the following command to create both, the private key and certificate of the SERVER:

# openssl req -x509 -sha256 -nodes -newkey rsa:2048 -keyout SERVER.pem -out SERVER.der -config
opcua_s.conf

NOTE: It will demand to complete some fields (Country Name, State or Province
Name, ..). The only one needed is the “Common Name”. In this case use “SERVER”.

7.2.2. Create the CLIENT Private Key and Certificate
As for the SERVER, use the following command to create the private key and the certificate of the CLIENT:

# openssl req -x509 -sha256 -nodes -newkey rsa:2048 -keyout CLIENT.pem -out CLIENT.der -config
opcua_c.conf

NOTE: It will demand to complete some fields (Country Name, State or Province
Name, ..). The only one needed is the “Common Name”. In this case use “CLIENT”.

7.3. Create and Organize PKI folders

7.3.1. Creation of each PKls
Now you'll need to create the following file architectures :

home\p\CLIENT_PKN\PKNCA\

P certs
b crl
b private

home\pi\SERVER_PKN\PKNCA\

> certs
b crl
» private

/!\ Do not change the folders' names or the straton editor will not be able to correctly recover the files
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To create each folder use the command mkdir.

Example with the SERVER:

mkdir ~/SERVER_PKI

mkdir ~/SERVER_PKI/PKI

mkdir ~/SERVER_PKI/PKI/CA
mkdir ~/SERVER_PKI/PKI/CA/certs

mkdir ~/SERVER_PKI/PKI/CA/crl

* ¥ ¥ ¥ ¥ H

mkdir ~/SERVER_PKI/PKI/CA/private

7.3.2. Add certificates and keys in the correct folders

To add certificates and private keys to the right place you can use the command cp <source>
<destination_folder> as shown in the example below.

Example:

# cp CLIENT.pem CLIENT_PKI/PKI/CA/private/

For the SERVER:
» Put the SERVER private key (SERVER.pem) under SERVER_PKI\PKI\CA\private\
P Put the SERVER certificate (SERVER.der) under SERVER_PKI\PKI\CA\certs\
P Put the CLIENT certificate (CLIENT.der) under SERVER_PKI\PKI\CA\certs\

For the CLIENT:
» Put the CLIENT private key (CLIENT.pem) under CLIENT_PKI\PKI\CA\private\
P Put the CLIENT certificate (CLIENT.der) under CLIENT_PKI\PKI\CA\certs\
P Put the SERVER certificate (SERVER.der) under CLIENT_PKI\PKI\CA\certs\
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8. Example of implementation in straton for the OPC UA

In the following parts, the SERVER will be on Windows and the CLIENT on a Raspberry.

Always think to put the right files at the right places and configure the different path accordingly in the
Fieldbus Configurators.

Remember, if you've followed the previous steps, you must have this kind of file architecture :
CACLIENT_PKNPKACAN
b certs\
CLIENT.der = Client's certificate
SERVER.der = Server's certificate
P i\
P private\
CLIENT.pem = Client's private key

~\SERVER_PKN\PKNCA\
b certs\
CLIENT.der = Client's certificate
SERVER.der = Server's certificate
P i\
b private\
SERVER.pem = Server’s private key
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8.1.

SERVER configuration

» In the driver's configuration
Check "Use certificates”

Under “Server certificate”, wright the complete name of the certificate you're using (if you've
followed the example of this tutorial it will be "SERVER.der”)

Under “Server private key”, wright the complete name of the server private key (if you've
followed the example, it will be "SERVER.pem”)

Also check that the URI is the same that you put in the server’s certificate

10 Drivers ©

B b o Name [value

- Name TS OPC-UA Server
‘B Max. sessions 3

- Max. Subscriptions per... 5
@ Max. Monitored Item per.. 100
5 Max. PublishRequestpe... 10
— Max. DataChangedial.. 10

- Trace level Information

B Use certilicates
o Certificates path PKICA

T Server certificate SERVER . der

: Server private key SERVER pem

A URI e

Security Check 0

» Certificate path

As we will run the SERVER on a Windows runtime it is necessary to put the PKI folder (created
in the previous steps) into the Runtime’s data
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8.2. CLIENT configuration

» In the driver's configuration

Start by adding a "Master/Po

the OPC UA

rt’

Complete the “Endpoint URL" according to the server's one

Select a “Security policy” according to those accepted by the server (/\ do not use “None”)

Under “Certificate”, wright the complete name of the certificate you're using (if you've
followed the example of this tutorial it will be "CLIENT.der")

Under "Private Key” wright the complete name of the client private key (if you've followed the
example, it will be "CLIENT.pem”)

\‘ Server
Server information
Endpoint URL opc.tcp://127.0.0.1:4840| ~ Browse
Security settings
Security policy Basic256Sha2s6 ~
forgexample
Message security mode Sign & Encrypt v
[ certificate [ CLIENT. der )
[ Private Key ‘ CLIENT.pem 'Il

Authentication settings

@Aﬂunymuus
User name
Password

(C) Certificate

Session settings

Session name

» Certificate path

As we will run the CLIENT on a Raspberry runtime it is necessary to put the PKI folder (created

in the previous steps) at the same path than the runtime (ex.. /home/pi/)

Also need to put it into the editor’s data (note that you can find it in the section “Help” of the
editor under “About..." then click on the three dots “[...]")

3838



	TLS security for straton
	straton user guide – Rev. 5
	1. Introduction to SSL/TLS
	2. Use XCA Software for DNP3, IEC60870 and IEC61850 (ENERGY) certificates
	2.1. Create Private Keys
	2.2. Create self-signed Certificate Authority (CA)
	2.3. Create MASTER and SLAVE certificates
	2.4. Example of folders tree structure
	2.5. Trustlists (*.0)
	2.6. Private certificates (*.pem)
	2.7. Certificate revocation list  (*.r0)

	3. Use OpenSSL for “ENERGY” certificates
	3.1. Configuration files (*.conf)
	3.1.1. Create the CACOMMON configuration file
	3.1.2. Create the SLAVE configuration file
	3.1.3. Create the MASTER configuration file

	3.2. Create Private Keys (*.key)
	3.3. Create the CA certificate (*.crt)
	3.4. Create and Sign SLAVE base certificate (*.crt)
	3.5. Create and Sign MASTER base certificate (*.crt)
	3.6. Create SLAVE and MASTER private certificates (*.pem)
	3.7. Create the Trustlist (*.0) (CACOMMON “certificate”)
	3.8. Create and Organize the PKI folder
	3.9. Add certificates and trustlist in the correct folders

	4. Example of implementation in straton with the IEC60870
	4.1. Slave configuration
	4.2. Master configuration
	4.3. Peer certificate Subject

	5. Frequently Asked Questions about ENERGY certificates
	6. Use XCA Software for OPC UA certificates
	6.1. Private Keys
	6.2. Create self-signed certificates
	6.2.1. Create the SERVER certificate
	6.2.2. Create the CLIENT certificate

	6.3. Create the PKI folder
	6.4. Private Keys export (*.pem)
	6.5. Certificates export (*.der)

	7. Use OpenSSL for OPC UA certificates
	7.1. Configuration file (*.conf)
	7.1.1. Create the SERVER configuration file
	7.1.2. Create the CLIENT configuration file

	7.2. Create Private Keys and self-signed Certificates
	7.2.1. Create the SERVER Private Key and Certificate
	7.2.2. Create the CLIENT Private Key and Certificate

	7.3. Create and Organize PKI folders
	7.3.1. Creation of each PKIs
	7.3.2. Add certificates and keys in the correct folders


	8. Example of implementation in straton for the OPC UA
	8.1. SERVER configuration
	8.2. CLIENT configuration


